ACTIVE ASSAILANT

Safe Utilities

Operational View

DETECT

UNUSUAL MOTION DETECTED AT
MAIN PLANT EXIT

Video security cameras detect an
individual who is walking against the
predetermined directional exit. Break-
ing this protocol triggers an alarm to
automatically be sent to appropriate
staff directly on their device of choice
and the control room.

COMMUNICATE

RESOURCES DISPATCHED
Security receives a voice alert and
immediately intercepts the intruder
before harm can occur.

DETECT

e Avigilon Video Security Cameras
e Avigilon Control Center

e Unusual Motion Detection

e QOrchestrate

COMMUNICATE

e \WAVE PTX: Broadband Push-to-
Talk and Multimedia Sharing

e Radio Communications: Voice &
Multimedia

e Avtec Dispatch Software
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ANALYZE

PERSON FLAGGED AS ARMED
AND DANGEROUS

The control room acknowledges the
alert and identifies the person as
armed moving into the large lobby of
the plant.

RESPOND

CORRECTIVE ACTION TAKEN
Security takes corrective action.

An incident is logged including video
feeds for evidence along with other
relevant data allowing for further
training and analysis.

ANALYZE

e Avigilon Video Security Cameras
e Avigilon Control Center

RESPOND

e Ally Incident Management
e Body-Worn Cameras

*Camera footage is for illustrative purposes only




